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1 PREFACE 
Broadening participation in voluntary information sharing is an important goal, the 
success of which will fuel the creation of an increasing number of Information 
Sharing and Analysis Organizations (ISAOs) across a wide range of corporate, 
institutional, and governmental sectors. While information sharing has been oc-
curring for many years, the Cybersecurity Information Sharing Act of 20151 
(CISA) was intended to encourage public- and private-sector entities to share 
cyber-threat information by removing legal barriers and adding certain express 
liability protections that apply in several certain circumstances. Broadly, as ex-
plained in the legislative history, CISA provides “positive legal authorities for pri-
vate companies to (1) monitor their networks, or those of their customers upon 
authorization and written consent, for cybersecurity purposes; (2) take defensive 
measures to stop cyber-attacks; and (3) share cyber threat information with each 
other and with the government to further collective cybersecurity.”2 CISA there-
fore provides an environment, and potentially serves as a catalyst, for increasing 
private-sector information sharing. As such proliferation continues, an organiza-
tional general counsel likely will be called upon to recommend whether to partici-
pate in such an effort. 

To aid in that decision making, we have set forth a compilation of frequently 
asked questions and related guidance that might shed light on evaluating the po-
tential risks and rewards of information sharing and the development of policies 
and procedures to succeed in it. We do not pretend that the listing of either is ex-
haustive, and nothing contained herein should be considered to provide legal ad-
vice—that is the ultimate prerogative of the in-house and outside counsel of each 
organization. And while this memorandum is targeted at general counsels, we 
also hope that it might be useful to others who contribute to decisions about 
cyber-threat information sharing and participation in ISAOs. 

  

                                            
1 See Pub. L. No. 114-113, div. N., 129 Stat. 2242, 29362956, at https://www.con-

gress.gov/114/plaws/publ113/PLAW-114publ113.pdf    
2 See S. Rept. No. 114-32, at 2 (2015) at https://www.congress.gov/congressional-re-

port/114th-congress/senate-report/32/1 

https://www.congress.gov/114/plaws/publ113/PLAW-114publ113.pdf
https://www.congress.gov/114/plaws/publ113/PLAW-114publ113.pdf
https://www.congress.gov/congressional-report/114th-congress/senate-report/32/1
https://www.congress.gov/congressional-report/114th-congress/senate-report/32/1
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2 FREQUENTLY ASKED QUESTIONS 
2.1 THE BENEFITS OF INFORMATION SHARING 

The first question: “What benefit can information sharing about cyber-threat vec-
tors, hacking efforts, company response plans, and outcomes produce for my or-
ganization?” 

• Effectively done, sharing can provide information, otherwise unavailable to a 
given entity, that might prevent or at least identify compromises, reveal vul-
nerabilities—potentially before exploitation—and promote useful system mod-
ifications, threat reduction, and cost savings. 

• It also can be a material contribution to protecting the nation’s vital assets, in-
cluding its critical infrastructure. 

• Sharing can occur without including personal information, removing many of 
the concerns that organizations have with sharing information.   

2.2 THE GENERAL RISKS 
“What general risks will information sharing present, and how can they be best 
anticipated and avoided if my organization participates?” 

• While there always is some possibility of an increase in risk when an organi-
zation no longer has direct control over a piece of sensitive information that 
has been shared outside its walls, that quantum of risk should be weighed 
against the benefits that sharing can provide to your organization, especially 
when you have taken steps to mitigate compromise. Furthermore, federal 
laws such as CISA provide protections that lower the risk by providing clear 
authority for sharing and other protections for sharing information. Operating 
in a trusted environment, maximizing automated sharing where possible, and 
providing coordinated privacy and security training to reduce the possibility of 
human error are all mitigating factors that counsels should carefully consider 
in conjunction with sharing efforts. Additionally, there are many privacy pro-
tections built into CISA. For example, CISA limits the definition of “cyber-
threat indicator” to information necessary to describe or identify an attribute of 
a cybersecurity threat. Also, information that is not directly related to a cyber-
security threat that the non-federal entity knows at the time of sharing to be 
personal information of a specific individual, or that identifies a specific indi-
vidual, should be removed before sharing—for liability protection. 

• To the extent that a counsel is concerned with potential reputation risk in the 
context of sharing, note that ISAO protocols such as the Traffic Light Protocol 
generally allow information providers to affect or control the extent of distribu-
tion, identification, and so forth. Some also provide tiers based upon levels of 
trust that can limit sharing due to knowledge and experience with recipients. 
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• General or outside counsels should analyze any existing insurance policies to 
determine any positive or negative effect on coverage and whether threat 
sharing might be considered useful in, or otherwise affect, policy underwriting. 
Organizations must answer whether entering a sharing arrangement may mit-
igate existing risks or present new risks. 

2.3 ADVANTAGES OF SHARING WITH OTHER NON-
GOVERNMENTAL ENTITIES OR THE GOVERNMENT  

“If we participate, what are the advantages of sharing with other non-governmen-
tal entities (including with an ISAO) or with the government?” 

• The answer to this question is situational. Broader sharing could increase the 
benefits to your organization because of the advantages that multiple sources 
of information, defense mechanisms, and other things provide. Sharing cyber-
threat indicators and defensive measures helps ensure that one entity’s de-
tection of a threat allows other entities to quickly defend against that threat, 
which helps mitigate attacks quickly and protects the entire ecosystem. 

• Sharing with an ISAO might help your organization leverage resources, such 
as threat analytics, to which you are unable to dedicate resources on your 
own. Executive Order (EO) 13691, “Promoting Private Sector Cybersecurity 
Information Sharing,” was signed on February 13, 2015. EO 13691 encour-
ages the development of ISAOs to serve as focal points for cybersecurity col-
laboration within the private sector and between the private sector and 
government. ISAOs provide a central resource for their members to gather in-
formation on cyber threats to critical infrastructure and for two-way sharing of 
cyber-threat information between the private and public sectors.  

• Private entities receive liability protection and other protections and exemp-
tions for sharing cyber-threat indicators and defensive measures with other 
private entities, including ISAOs, in accordance with CISA.3 Such sharing is 
authorized “notwithstanding any other provision of law,” meaning that any 
conflicting law is overridden when conducted in accordance with CISA. To re-
ceive liability protection or to benefit from CISA’s other protections, an entity 
must share cyber-threat indicators or defensive measures for a cyber-security 
purpose. Before sharing, the entity must remove information not directly re-
lated to a cybersecurity threat that it knows at the time of sharing to be per-
sonal information of a specific individual or information that identifies a 
specific individual, and the entity should implement and use a security control 

                                            
3 See 6 U.S.C. § 1503 at http://uscode.house.gov/view.xhtml?path=/prelim@title6/chapter6/ 

subchapter1&edition=prelim and 6 U.S.C. 1505(b)(1) at http://uscode.house.gov/view.xhtml? 
req=granuleid:USC-prelim-title6-section1505&num=0&edition=prelim   

http://uscode.house.gov/view.xhtml?path=/prelim@title6/chapter6/subchapter1&edition=prelim
http://uscode.house.gov/view.xhtml?path=/prelim@title6/chapter6/subchapter1&edition=prelim
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title6-section1505&num=0&edition=prelim
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title6-section1505&num=0&edition=prelim


 ISAO SP 8000: FAQs for ISAO General Counsels 

4 

to protect against unauthorized access to or acquisition of the information. Fi-
nally, when receiving such information, the entity must observe lawful re-
strictions placed by the sharing entity.4  

• Similarly, private entities, including ISAOs, that share cyber-threat indicators 
or defensive measures with the federal government in accordance with CISA 
receive liability protection and other protections and exemptions.5 Again, such 
sharing is authorized “notwithstanding any other provision of law,” meaning 
that any conflicting law is overridden when conducted in accordance with 
CISA. To obtain liability protection when sharing with the federal government, 
private entities must share through the Department of Homeland Security 
(DHS)–operated capability and process for receiving cyber-threat indicators 
or under one of the exceptions to the use of that capability concerning previ-
ously shared cyber-threat indicators and sharing with federal regulatory au-
thorities.6 Non-federal entities sharing with the federal government also 
receive additional protections, including exemption from state and federal dis-
closure laws, exemption from certain state and federal regulatory use, no 
waiver of privilege for shared material, waiver from ex parte communications, 
and a limitation on permitted uses the government can make with the infor-
mation that is shared.  

2.4 POLICIES AND PROCEDURES 
“What policies and procedures should my organization have in place to comply 
with the Cybersecurity Information Sharing Act of 2015?” 

• Compliance with CISA7 is a legal matter that should be carefully analyzed by 
an organization’s counsel. CISA contains various protections designed to en-
courage entities to voluntarily share “cyber-threat indicators” and “defensive 
measures” with the federal government, state and local governments, and 
other private entities. Protections include exemption from liability as to shar-
ing, non-waiver of privilege, and protections from Freedom of Information Act 
disclosure. CISA contemplates removal before sharing information not directly 
related to a cybersecurity threat that the sharing entity knows at the time of 
sharing to be personal information of a specific individual or information that 

                                            
4 For further information, see U.S. Department of Homeland Security and U.S. Department of 

Justice, Guidance to Assist Non-Federal Entities to Share Cyber Threat Indicators and Defensive 
Measures with Federal Entities under the Cybersecurity Information Sharing Act of 2015 
(June 2015), at https://us-cert.gov/ais 

5 See 6 U.S.C. § 1503(c) at http://uscode.house.gov/view.xhtml?path=/prelim@title6/chap-
ter6/subchapter1&edition=prelim and 6 U.S.C. § 1504(c)(1)(B) at http://us-
code.house.gov/view.xhtml?path=/prelim@title6/chapter6&edition=prelim 

6 See 6 U.S.C. § 1504(c)(1)(B)(i) and (ii) at http://uscode.house.gov/view.xhtml?path=/pre-
lim@title6/chapter6&edition=prelim  

7 For specific guidance on the legal requirements under CISA, please refer to the Cyber-se-
curity Information Sharing Act of 2015 at https://www.gpo.gov/fdsys/pkg/FR-2016-06-15/pdf/2016-
13742.pdf and https://www.us-cert.gov/sites/default/files/ais_files/Non-Federal_Entity_Shar-
ing_Guidance_%28Sec%20105%28a%29%29.pdf 

https://us-cert.gov/ais
http://uscode.house.gov/view.xhtml?path=/prelim@title6/chapter6/subchapter1&edition=prelim
http://uscode.house.gov/view.xhtml?path=/prelim@title6/chapter6/subchapter1&edition=prelim
http://uscode.house.gov/view.xhtml?path=/prelim@title6/chapter6&edition=prelim
http://uscode.house.gov/view.xhtml?path=/prelim@title6/chapter6&edition=prelim
http://uscode.house.gov/view.xhtml?path=/prelim@title6/chapter6&edition=prelim
http://uscode.house.gov/view.xhtml?path=/prelim@title6/chapter6&edition=prelim
https://www.gpo.gov/fdsys/pkg/FR-2016-06-15/pdf/2016-13742.pdf
https://www.gpo.gov/fdsys/pkg/FR-2016-06-15/pdf/2016-13742.pdf
https://www.us-cert.gov/sites/default/files/ais_files/Non-Federal_Entity_Sharing_Guidance_%28Sec%20105%28a%29%29.pdf
https://www.us-cert.gov/sites/default/files/ais_files/Non-Federal_Entity_Sharing_Guidance_%28Sec%20105%28a%29%29.pdf
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identifies a specific individual.8 If intending to share under CISA, organiza-
tional counsels should analyze and make a legal determination about their 
own information-handling policies and procedures to ensure they contemplate 
and appropriately handle such identifying information before sharing under 
CISA. One must do the removal before sharing occurs to benefit from liability 
protection.   

• Before sharing cyber-threat indicators and defensive measures under CISA, 
private entities should have processes in place to ensure the removal of infor-
mation not directly related to a cybersecurity threat that the entity knows at 
the time of sharing to be personal information of a specific individual or infor-
mation that identifies a specific individual. The entity also should implement 
and use a security control to protect against unauthorized access to or acqui-
sition of the cyber-threat information or defensive measures. When receiving 
such information, the entity also should have policies in place that require ob-
serving lawful restrictions placed by the sharing federal government or private 
entity. 

• Similarly, a counsel contemplating sharing within an ISAO should consider 
whether its organization’s current information-sharing and handling policies 
and procedures might affect or restrict sharing.  

• It is incumbent upon an entity and its counsel to review the policies and pro-
cesses of an ISAO before beginning an information-sharing program. 

2.5 LIABILITY PROTECTIONS 
“Does CISA provide complete liability protection for information shared through 
an ISAO?” 

• The liability protections provided for in CISA for sharing in accordance with 
the Act are complex and require an independent judgment of organizational 
(and/or outside) counsel. In evaluating liability risk and protections for sharing 
through an ISAO, the counsel should consider the following: 
 CISA authorizes non-federal entities to monitor their networks and to 

share certain types of information—that is, cyber-threat indicators and de-
fensive measures—both with other non-federal entities and with the fed-
eral government. It also contains specific liability protection for monitoring 
and sharing undertaken in accordance with the Act, which includes partic-
ularities about how the information must be shared with the government 
and what types of privacy and security reviews must occur. 

 CISA permits sharing information for a “cybersecurity purpose,” as defined 
in the statute. The counsel should consider the various contexts in which 

                                            
8 For additional information, please see ISAO SP 4000 at https://testisao.lmi.org/prod-

ucts/isao-sp-4000-protecting-consumer-privacy-in-cybersecurity-information-sharing-v1-0/  

https://testisao.lmi.org/products/isao-sp-4000-protecting-consumer-privacy-in-cybersecurity-information-sharing-v1-0/
https://testisao.lmi.org/products/isao-sp-4000-protecting-consumer-privacy-in-cybersecurity-information-sharing-v1-0/
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information might be shared—for example, sharing threat indicators, re-
sponse to threats or breaches, and joint readiness exercises—and the po-
tential risks associated with each. 

 That said, protections and regulatory limitations in CISA apply to actions 
taken under and in accordance with the Act. CISA’s liability protection ap-
plies to monitoring information systems and the sharing or receiving of 
cyber-threat indicators under CISA. CISA makes clear that information 
shared by an entity to DHS cannot be used for regulatory reach-back and 
the federal government has limited purposes for using the information out-
side of cybersecurity. It is important to note that CISA’s protections are 
specific to cyber information sharing, and it does not provide a blanket 
cover for all potential issues—as such, it should be reviewed with those 
limitations.  

• The SAFETY Act9 provides certain liability protections for providers of Quali-
fied Anti-Terrorism Technologies if approved by DHS. It can be a tool for cer-
tain companies that can be used with CISA as well. 

2.6 PRIVACY AND SECURITY POLICIES TO HAVE IN PLACE 
“What privacy and security policies should my organization have in place before 
it begins to share information with an ISAO?” 

• To avail oneself of liability protection provided in CISA, sharing must take 
place in accordance with the Act’s specific provisions. Legal reviews before 
sharing should consider whether an organization has processes in place to 
ensure that certain personal information is reviewed for its relevance to the 
cybersecurity threat, and it should be removed before sharing if necessary. 
Note that most of the value of sharing can be achieved without including per-
sonal information. Again, the interpretation of whether an organization’s activi-
ties are undertaken “in accordance with the Act” is a legal question for 
consideration and judgment by organizational counsel. 

• In a more general sense, every organization participating in an ISAO should 
have a strong cybersecurity risk management program based on an assess-
ment of its areas of risk and the advice of its counsel. On January 10, 2017, 
the National Institute of Standards and Technology (NIST) released for com-
ment draft revisions to its landmark voluntary framework of cybersecurity 
standards. If adopted in current or revised form, the NIST standards would at 
least be useful points of reference for ISAOs, as are various standards issued 
by state governments, professional organizations, and the multitude of provid-
ers of legal, consulting, and insurance services that have standardized pro-
cesses. 

                                            
9 For more information, consult https://www.safetyact.gov  

https://www.safetyact.gov/
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2.7 METHOD FOR EXCHANGE OF INFORMATION 
“If my organization chooses to participate in cyber-threat information sharing, 
should the exchange of information be done through an automated electronic 
system or by personal contact (or both)?” 

• While automated means of sharing might have distinct advantages in synthe-
sizing data—assuring speed in the process and enhancing privacy and secu-
rity—the analytic value of human input should not be shortchanged in areas 
such as seeking innovation on preventing and solving cyber issues, present-
ing a united front in dealing with counterparts, and dealing effectively with 
agencies of government. Thus, the council should consider the relative merits 
of each approach. 

• Liability protections come with the sharing of cyber-threat indicators and de-
fensive measures regardless of whether removing information not directly re-
lated to a cybersecurity threat occurs through manual or technical means. 
Similarly, one receives liability protections in sharing cyber-threat indicators 
and defensive measures with DHS regardless of whether it’s through the au-
tomated process and capability or through a manual means. 

• The DHS Office of Cybersecurity and Communications, National Cybersecu-
rity and Communications Integration Center, and United States Computer 
Emergency Readiness Team are leading efforts to automate and structure 
operational cybersecurity information-sharing techniques across the globe. 
Several community-driven technical specifications that are free for public use 
have been designed to enable automated information sharing for cybersecu-
rity situational awareness, real-time network defense, and sophisticated threat 
analysis. These include the following:   
 TAXII™, the Trusted Automated eXchange of Indicator Information 
 STIX™, the Structured Threat Information eXpression 
 CybOX™, the Cyber Observable eXpression. 

2.8 THE DIVERSITY OF ISAOS  
“Are all ISAOs the same?” 

There is an ever-increasing number of ISAOs, and they are not all the same. You 
should think about how any given ISAO has provided value in its sector or region, 
whether it has exercised control over the information that is shared within it, and 
the ability of a given member to influence both ISAO policy and the dissemination 
of information within the organization. 


	ISAO SP 8000_8.5x11-web
	ISAO SP-8000 ISAO General Counsel FAQs_FINAL
	1 Preface
	2 Frequently Asked Questions
	2.1 The Benefits of Information Sharing
	2.2 The General Risks
	2.3 Advantages of Sharing with Other Non-Governmental Entities or the Government
	2.4 Policies and Procedures
	2.5 Liability Protections
	2.6 Privacy and Security Policies to Have in Place
	2.7 Method for Exchange of Information
	2.8 The Diversity of ISAOS



